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MONTHLY SECURITY REPORT

Halcyon Advisory Group
March 2026 · 1 March 2026 — 1 April 2026

Organisation Halcyon Advisory Group

Registered domain halcyonadvisorygroup.com.au

Director Mitchell Chen

Security Lead Sarah Blackwood

Technical Coordinator David Wu (Pinnacle IT)

Monitoring period December 2025 — March 2026

Report prepared by Beacon Monitoring Platform

Issued by Sicarius Pty Ltd

Report date 16 March 2026

94 / 100

Demonstrated

OVERALL SECURITY POSTURE

0 findings open · 4 resolved during this period · Mean resolution time: 11 days · 47 monitoring syncs completed
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CYBER RESILIENCE STATUS (DDRR)

The DDRR framework measures your security capability across four pillars: Defend, Detect, Respond, and Recover.
Each pillar is scored against active monitoring signals and verified evidence.

Defend

96 / 100

Demonstrated
Endpoint protection, patch compliance, identity security, and access controls are fully
implemented and actively monitored.

Detect

95 / 100

Demonstrated
Continuous monitoring is operating across credential exposure, domain surveillance, and
external attack surface signals.

Respond

91 / 100

Demonstrated
Incident response plan is documented, signed, and current. Escalation procedures are in
place and the Director has been briefed.

Recover

94 / 100

Demonstrated
Backup capability is verified. A restore test was completed in March 2026. Business
continuity planning is documented and signed.

✓ All findings resolved

No findings are open at the time of this report. 4 findings were identified and resolved during the monitoring period.
No Director action is required.

RESOLVED FINDINGS — THIS PERIOD

The following findings were identified and fully resolved during the monitoring period. All items below are closed.

Finding Pillar Severity Raised Resolved Resolved by

SentinelOne agent missing on 1 device Defend Low 8 Jan 2026 22 Jan 2026 David Wu

2 user accounts without MFA on
Microsoft 365

Defend Medium 28 Jan 2026 4 Feb 2026 David Wu

Data Breach Response Plan not signed
by Director

Respond Medium 28 Jan 2026 5 Feb 2026 Mitchell Chen

Backup restore test overdue Recover Low 12 Feb 2026 3 Mar 2026 David Wu
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SICARIUS COMMENTARY

Halcyon Advisory Group enters this reporting period with a fully resolved findings register and demonstrated security
controls across all four pillars. Four findings were identified and resolved during the monitoring period — none remain
open. The mean time to resolution was 11 days, reflecting strong coordination between the Security Lead, Director, and
Technical Coordinator. Staff training is complete across all 13 employees, with 100% completion across all 12 modules.
The Director has signed all 16 baseline policies. Beacon continuous monitoring is active across endpoint protection,
identity security, credential exposure, and patch compliance. No active threats or incidents have been detected. This is a
strong security posture for an organisation of this size and profile.

MONITORING TIMELINE

20 Dec 2025
Monitoring activated Beacon monitoring activated for domain. Initial configuration completed by David Wu (Pinnacle IT).

23 Dec 2025
Initial scan

First external exposure scan completed. Baseline posture established.

8 Jan 2026
Finding raised

SentinelOne agent missing on 1 device identified. Assigned to David Wu for resolution.

15 Jan 2026
Monthly review

January posture review completed. Findings queue reviewed and prioritised.

22 Jan 2026
Finding resolved

SentinelOne agent deployed by David Wu. Endpoint protection coverage restored to 100%.

28 Jan 2026
2 findings raised

MFA gap on 2 M365 accounts (Defend, Medium) and unsigned Data Breach Response Plan (Respond,
Medium) identified.

4 Feb 2026
Finding resolved

MFA enabled for both accounts by David Wu. Director Mitchell Chen acknowledged resolution.

5 Feb 2026
Finding resolved

Data Breach Response Plan signed by Director Mitchell Chen. Policy register updated.

12 Feb 2026
Finding raised

Backup restore test overdue. Assigned to David Wu for scheduling.

15 Feb 2026
Monthly review February posture review completed. 1 finding open, all others resolved. Posture trending strong.

3 Mar 2026
Finding resolved

Backup restore test completed — Pass — by David Wu. Data sets tested: client document archive, email
PST archive, financial system backup. Acknowledged by Mitchell Chen.

16 Mar 2026
Current status All findings resolved. 0 open findings. No active threats or incidents detected. Monitoring continues.
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STAFF SECURITY TRAINING

Organisation Halcyon Advisory Group

Reporting period December 2025 — March 2026

Total staff 13

Overall completion 13 / 13 — 100% complete

Module Completion Avg Completion Date

1.1 Phishing & Scams 13 / 13 (100%) 5 Jan 2026

1.2 Passwords & Authentication 13 / 13 (100%) 10 Jan 2026

1.3 Incident Response Basics 13 / 13 (100%) 15 Jan 2026

1.4 Safe Device Use 13 / 13 (100%) 20 Jan 2026

1.5 Data Protection & Privacy 13 / 13 (100%) 25 Jan 2026

1.6 Ransomware Basics 13 / 13 (100%) 30 Jan 2026

1.7 Remote Work Security 13 / 13 (100%) 4 Feb 2026

1.8 Mobile & Cloud Safety 13 / 13 (100%) 9 Feb 2026

1.9 Social Engineering 13 / 13 (100%) 14 Feb 2026

1.10 Protecting Family & Friends 13 / 13 (100%) 19 Feb 2026

1.11 Compliance & Regulations 13 / 13 (100%) 24 Feb 2026

1.12 Building a Cyber Resilient Culture 13 / 13 (100%) 1 Mar 2026

All 13 staff have completed all 12 modules. Training programme: Complete.

POLICY REGISTER

16 baseline policies tracked. Status as at report date.

Signed & current 16

Pending Director sign-off 0

Overdue for review 0

Not yet completed 0
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MONITORING ACTIVITY

Active integrations Microsoft 365 · SentinelOne · Action1 · HIBP Enterprise

90-day monitoring summary 47 syncs completed · 4 findings created · 4 auto-resolved

Monitoring start date 20 December 2025

Last sync 16 March 2026

IMPORTANT NOTICE

This report summarises security posture observations derived from the Beacon monitoring platform during the stated reporting period.

Beacon monitors selected external exposure signals and security posture indicators.

While reasonable efforts are made to identify relevant security signals, no monitoring system can guarantee the absence of

vulnerabilities, threats, or security incidents.

This report is produced for the internal use of the organisation's Director, Security Lead, and appointed technical coordinators. It does

not constitute a formal security audit, penetration test, or Essential Eight maturity assessment.

Beacon monitoring and reporting services are provided by Sicarius Pty Ltd. Responsibility for implementing and maintaining security

controls remains with the organisation, its Director, Security Lead, and appointed technical coordinators.


